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About

4 |Key B [HEX]

|I(ey E |Byteg value

|Sector: Blocks: Key A [HEX] Key
1] D=3

1 4o

2 fefse ikl
|2 12 — 1E
4 16 — 19
5 205=" 23
£ 24 = 27
Il 7 28 — 31
g F2o= 35
&) 36 — 39
10 40 — 43
|11 44 — 47
132 48 - &1
153 5i2s=l 55
14 56 — 59
Al 60 — &3

¥¢ D-Logic uF Card Formatter - version 1.7.2[DLL: 343 (0) ]{ .} — >
File
iActual File: none
D ata on Card:
Sector BinS: Block: ASCI Read Card |
Sect|BinfElod0 i 2 g 4 15 6 7 g 9 10 Ji1i j12 |13 ji14 |15 s e :
ec{EindElcs 8 N 0 2 O YR S I VS I Y I =
1 1 1] _—_ = = = = = | — = — = — == == == = l: —————
1] 1: — == == === = = = s = = e = = e L .
0 P > N T I T R R P T e e e T R R R L A L Burst Programming
1 0 4 == | == == == == == == e = [ e e [ e e O e e Start
1 il 5 -—_—_ = = = = = = = = = = = = — - 1 ——————————
1 2 & -— |— == === == == === == == | |- g: ———————— Stop
2 1] a o lemelrme e lem o e o der dlemleme e e o b |== B sesrermmmmeraees
& i 9 — = = = = = = = |= = [——= [—= = |—= [—= [—= Rl ————————— [ Create LOG file
2 2 mm |- — —- — — |— — — |—= = = = == = = = 12: ————————————————
3 a P20 == =i [ |2 e I e gs s ==l == e = == s s i R e
3 at 13 |-— |— |[— |=—= |=—= |— |—/— |== |[== |—/— |— |=/— |=—= |— [|— |== . R e
3 2 14 |- — - — — |—= —= |— |—= == = = == = = = 16: ————————————— ———
4 a 6 |— — |— — — — — — |- — |-= |— — — |— - 17: ————————————————
4 it LRl —— | [ o [ e e o e e e fen e e e o B e
g 2 J18 |— = — — — — = = = — — — — — 20 e v Clear al
Keys [zector trailers definition - 1zt part]: Access Bits [sector trailers definition - 2nd part):
[T Automatic key mode [authentication keys are in reader] e Define keys for authentication |

Sector: BinS: Block:

EBinf

Sec]
1]

Blogiccess bits value ~

o0 = fon fon [ foo fra = o
|

wir o e re o fw e = o e fre = e

wlw foa o frafrafrafro R [P R |lolo|lo

LFR Card Formatter is used for programming MIFARE® Classik 1K cards. You can read and write card data,

change authentication keys and access bits and save data to file. Also, burst programming option is included
where you can write data to multiple cards one after another.
Application has an option to write keys into the uFR reader for AKM1 (Automatic Key Mode 1) and AKM2

(Automatic Key Mode 2) mode.




Reading card

[ Automatic key mode [authentication keys are in reader)

Sector: Blocks:
1] 0-3

1 4 - 7

2 8 — 11
3 12 — 15
4 16 — 19
5 20 — 23
3 24 — 27
7 28 — 31
3 32 — 35
&) 36 — 39
10 40 — 43
1) 44 — 47
12 45 — 51
13 52 — &§
14 56 — §9
15 60 — &3

Kev & [HEX]

FFFFFFFFFFFF
FFFFFFFFFFEF
FFFFFFFFFFEF
FFFFFFFFFFFF
FFFFFFFFFFFF
FFFFFFFFEFFEF
FFFFFFFFFFEF
FFFFFFFFFFEFF
FFFFFFFFFFEF
FFFFFFFFFFEF
FFFFFFFFFFEF
FFFFFFFFFFEFF
FFFFFFFFFFEF
FFFFFFFFFFEF
FFFFFFFFFFEFF

Kev & |Kev B [HEZ]

|Key B |Byt89 wvalue

FFFFFFFFFFFF 69
FFFFFFFFFFFF E9
 FFFFFFFFFFFF ALE]
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
FFFFFFFFFFFF E9
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69

¢ FFFFFFEFFFFFF ALE]
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
FFFFFFFFFFFF 69
iy FFFFEFEFFFFFE  yyyyyy 69

u$ D-Logic uF Card Formatter - version 1,7.2 [ DLL: 3.4.3 (0) 1 { UNKNOWN READER TYPE SM: UF101171 FW v5.0.36 } - X
File
hctual File: none
Data on Card:
Sector; BinS: Block: ASCIE:
SectBindBlodo 1 2 (3 (4 [s [s [7 s |9 1o [11 J12 13 [14 [15 [~ 0: feoya 00EE] 0000 ~ :
0 [o o AF |51 |79 |ES |#8 (04 00 |CB |23 (00 (20 00 (00 |00 |19 1: Qoooooonooooonooon ﬂ
o [+ [+ Joo oo oo oo oo (oo oo oo 00 (00 00 00 00 (00 (00 |00 2: Q0000000OOOOOOOD )
0 [z [z |oo oo oo oo oo oo oo oo oo 00 00 00 00 00 00 00 4: [000000000000000 Gl
i fo |4 Joo oo oo oo oo oo oo 00 00 (00 00 00 00 00 (00 (00 5: goooooooooooooono Start
i [1 |5 |oo oo oo oo oo oo 0o 00 00 (00 00 00 00 00 (00 |00 6: [QOoOoooooooooOooo
1 |2 le |oo oo oo oo oo 00 DO OO0 00 (00 00 00 00 00 00 |00 = gooooooooonooono Stop
2 fo Jg |oo oo oo oo oo (0O 0O OO0 00 (00 00 00 0O 00 (00 |00 = Qooooooooonoooona
2 |1 [3 |oo oo o0 oo (00 0O |00 OO |00 OO OO 00 00 00 |00 |00 10: 0000000000000000 L{jieatel YR
2 |z [io0 |oo oo oo oo oo oo oo 00 (00 (@0 00 00 00 (00 |00 |00 12: [Q000000000000000
3 [o [12 oo oo oo oo oo (oo oo oo (00 (00 (00 00 00 (00 (00 |00 13: 0000000OOOOOOOOD
3 [1 13 Joo oo (00 o0 00 00 00 00 Of|nformation % P 14: 00000000OOOOOODD
3 |2 14 |oo oo oo oo oo oo oo oo O i 16: 0000000000OOOODD
4 |o Jis |00 00 00 00 00 OO0 00 (00 O e b 17: 0000oO0O0OOOOOOOOD
4 it 17 |00 00 00 00 OO0 (00 00 00 0O ,-0-, Card was successfully read. ] 16: O0000000OOOOOOODD
4 |2 Jie oo oo oo oo oo oo (oo op |pf ¥ Card SN:Ox7SS1ABGSE b | | 20: p000000000000000 Clear 4l
Keys [sechor trailers definition - 1t part]: Access Bits [sector trailers definition - 2nd part]):

Sector: BinS: Block:

Sect|BinYElodiccess bits walue ~

oo | =3 o [ e foa fro (= | o

wwfwfw|rafrafrafra R R R R oo |lo|o
wir = |o|w|r o |uw]r |- o = o
=R = =R T e B e Y e R e e R e

For reading card data, put card on the reader and click the ‘Read Card’ button. After successfull reading,
card data will be displayed in hexadecimal and ASCII format. Displayed card data includes:

Card keys
Card access bits

Value of bytes stored in data blocks

Card UID in message box after reading




Writing card

4¢ D-Logic uF Card Formatter - version 1.7.2 [ DLL: 3.4.3 (0] ] { UNKNOWM READER TYPE SN: UF101171 FW v5.0.36 } - =
File
iActual File: none

Data on Card:

Sector: BinS: Block: ASCH: Read Card |
SectBindBlodo 1 2 (3 (4 [s [s [7 s |9 1o [11 J12 13 [14 [15 [~ 0: feoya 00EE] 0000 ~

] ] i 4B 51 7% E5 83 04 00 |C& 23 00 20 00 00 00 19 1: Qooooooooooonooo

o [t |1 Joo oo (oo oo oo (oo o0 00 (o0 oo o0 (00 00 00 |00 |0a 2: Q000ooooooooonon _

0 |z |z |oo oo oo oo oo oo o0 00 00 00 00 00 00 00 00 00 4: 0000000000000000 SR

1 0 4 oo 0o 00 00 00 (@0 00 0@ 00 00 00 00 00 00 00 (oo 5: 0000000oOO0OoOOOOGO Start

1 1 5 oo oo 00 00 00 (@0 Q0 00 00 00 OO0 00 00 00 00 |oo &= [00000oO0OOOODOOGOO

1 |2 Je& |oo oo (oo oo oo oo o0 00 (o0 oo o0 (00 00 00 |00 |0a - gnoooonoooooooooo Stop

2 0 2 oo 00 00 00 00 (OO0 OO0 OO0 00 0O OO0 00 00 00 00 (oo z pooooooooooonooo

2 |1 ]9 oo oo oo oo oo 00 (00 00 |00 0O 00 00 00 00 |00 |00 10: 0000000000000000 L {joate Ll il
2 2 i0 |oo 00 00 00 00 (@0 Q0 0@ 00 00 00 00 00 00 00 |@a 12- g0000oO0OOoOOoOODOOD

3 o[tz oo oo 00 00 (00 00 00 00 [|nformation w PO 13: Qooooonooononona

3 1 13 |00 00 00 00 00 (o0 o0 oo oo 14: Q0000000OO0CODOOO

3 2 14 |00 00 00 00 00 |00 o0 oo e oo 1e: DOO000OOOOOOODOOO

4 i] 16 |00 00 00 00 OO0 00 (00 00 ,-0—, Card was successfully written, oo 17= O000000000O0DOOOODD

4 [1 Ji7 Joo oo oo 00 o0 00 (oo po| P Card SM:Ox7351ABGE no 18z Q000000000000000

4 2 18 |00 00 00 00 00 (o0 o0 oo DO |y 20: Q0000O0ODOODODOOOOD Clear al
Feys [zector trallers definition - 1zt part]: Access Bits [sector trallers definition - 2nd part):

|~ Automatic key mode [authentication keys are in reader] &% " peflisihonicnaihenicaion | Sector Bing: Block:

Sector: Blocks=: ey 4 [HEX] Kev & |I{ey B [HEX] |Key B |Byt89 walue | Sect|BinqBlodAccess bit=s value b
0 0 — 3 FFFFFFFFFFFF 59 0 0 0

1 1 -7 FFFFFFEFFFFEFF FFFFFFEFFFFF 59 0 1 1 1]

2 g — 11 FFFFFFEFFFFF FFFFFFEFFFFF  4yvvy |69 0 2 2 0

3 12 — 15 FFFFFFEFFFFEFE FFFFFFEFFFFFF 63 0 3 3 1

4 16 — 19 FFFFFFFFFFFF FFFFFFFFFFFF 659 1 0 4 0

5 20 — 23 FFFFFFEFFFEFF FFFFFFEFFFFF 59 1 1 5 0

3 24 = 27 FFFFFFEFFFFF FFFFFFEFFFFF 69 1 2 5 0

7 25 — 31 FFFFFFEFFFFEFF FFFFFFEFFFFFF 63 1 3 7 1

8 32 — 35 FFFFFFFFFFFF 659 2 0 3 0

El 36 — 39 FFFFFFEFFFEFF 59 2 1 9 0

10 40 — 43 FFFFFFEFFFFFF 69 2 2 10 |0

11 44 — 47 FFFFFFFFFFFF 63 z 3 11 |1

12 48 — &1 FFFFFFFFFFEF 69 ) 0 12 |0

13 52 — &§ FFFFFFEFFFFF FFFFFFEFFFFF | 43yvvy |69 3 1 13 |0

14 56 — 59 FFFFFFFFFFFF FFFFFFEFFFFF  4yvvy (69 3 2 14 |0

15 60 — 63 FFFFFFFFFFEF | iy FFFFFFFFFFFF | gy 69 3 |z |15 |1 v

For writing content into card, simply fill in the data and click the 'Write Card’ button. You can write every
single byte of data blocks, card keys and change the card access bits as shown on the picture above.

After successful writing you will be able to see a message box with content:




Burst programming

For burst programming, click the ‘Start’ button. You will see a message “Connecting to the reader...”, wait
unitl it changes to “No card!”. When you see the “No card!” message, you can put card on the reader and

start programming,.

Sector: Blocks=: ey 4 [HEX]
1] 0-3

1 4 - 7 FFFFFFFFFFEF
2 8 — 11 FFFFFFFFFFEF
3 12 — 15 FFFFFFFFFFEF
4 16 — 19 FFFFFFFFFFFF
5 20 — 23 FFFFFFFFEFFEF
3 24 — 27 FFFFFFFFFFEF
7 28 — 31 FFFFFFFFFFEF
3 32 — 35 FFFFFFFFFFFF
&) 36 — 39 FFFFFFFFEFFEF
10 40 — 43 FFFFFFFFFFEF
1) 44 — 47 FFFFFFFFFFEF
12 45 — 51 FFFFFFFFEFFEF
13 52 — &§ FFFFFFFFFFEF
14 56 — §9 FFFFFFFFFFEF
15 60 — &3 FFFFFFFFFFEF

Kev & |Kev B [HEZ]

|Key B |Byt89 wvalue

FFFFFFFFFFFF
FFFFFFFFFFFF
v FFFFFFFFFFFF
i FFFFFFFFFFFF
FFFFFFFFFFFF
FFFFFFFFFFFF
i FFFFFFFFFFFF
i FFFFFFFFFFFF
FFFFFFFFFFFF
FFFFFFFFFFEFF
FFFFFFFFFFEFF
i FFFFFFFFFFFF
FFFFFFFFFFFF
FFFFFFFFFFFF
FFFFFFEFFFFEFF
FFFFFFFFFFFF

¢ D-Logic uF Card Formatter - version 1.7.2 [ DLL: 3.4.3 (0) ] { UNKNOWN READER TYPE SN: UF101171 FW v5.0.36 } - =
File
iActual File: none
Data on Card:
Sector: BinS: Block: ASCI: |
SectBindBlodo 1 2 (3 (4 [s [s [7 s |9 1o [11 J12 13 [14 [15 [~ 0: feoya 00EE] 0000 ~ .
a a i 4B 51 |79 ES5 |88 04 00 CB 23 00 20 00 00 00 (19 1: Qooooooooooonooo _____————————J
0 1 1 go oo o0 00 00 00O |00 00 OO0 00 00 00 o0 00 00 (00 2= Q000000o0ooooOOOaoaO —
0 |2 [z |oo oo oo 00 oo 00 00 00 00 00 00 00 00 00 00 00 4: [000000000000000 Gl A
1 i 4 go o0 oo oo 00 00 (OO 00 00 00 OO0 0O @O0 00 (00 (0O 5: 0000000oOO0OoOOOOGO .
1 i 5 oo o0 00 00 00O OO0 OO 00 00 00 OO0 OO @0 00 (00 00 &= Q0000000OO0OODODD ; 7
i |2z & |oo oo (oo 00 00 00 (00 (00 (00 00 00 00 (00 00 00 00 g: QO0000ooooooOoOoOa Stop
2 1] 8 go oo o0 00 (00 OO0 OO 00 00 00 OO0 OO0 @O0 00 (00 (00 S: Qooooooooooonooo X
2 il 9 go o0 oo oo 000 OO0 OO 00 00 00 OO0 0O @O 00 (00 0O 10: QoO000oOOOOOODOOO I Crezes LOG file
2 2 i0 |oo 0@ 00 00 OO0 |00 00 00 OO (0O 0O 00 00 00D 0O (0O 12- g0000oO0OOoOOoOODOOD _ !
3 |o [iz oo oo oo oo oo oo oo oo (o0 (o0 00 0O 00 00 00 |00 13: gnoooooooooononoao Card SH: 7951466
2 i 13 |00 oo oo 00 OO DO OO0 00 OO OO 0D 0O 00 00 0O |oo 14: Q0000000OO0CODOOO Eione
3 2 14 |00 00 OO0 00 (OO (OO 00 00 OO OO 0D 0O 00 (00 (00D |oo 1e: DOO000OOOOOOODOOO
4 0 16 |00 o0 0O 00 00 00 00 00 00 00 00 00 o0 00 00 (o0 17= O000000000O0DOOOODD
4 i 17 |00 oo oo (00 OO (OO0 00 OO0 OO0 0O 0O 0O 00 00 00 (oo 18: QoOo0oooooOoOoOOOOGOa
4 2 18 |oo o0 o0 0o 0o 0o 00 o0 |00 00 0O 00 00 |00 00 oo |, 20: Q0000O0ODOODODOOOOD Clear all
Feys [zector trallers definition - 1zt part]: Access Bits [sector trallers definition - 2nd part):
[~ Automatic key mode [authentication keys are inreader) & Ees o atenicton |

Sector: BinS: Block:

Sect|BinYElodiccess bits walue ~
a

oo | =3 o [ e foa fro (= | o

o

[y
=)

—
-

-
(]

—
%)

[ury
-

ww o fw|rarafrafra R R R R o]l |o
wir = |o|w|r o |uw]r |- o = o
=R = =R T e B e Y e R e e R e

-
o

that you can put another card on the reader for programming. To stop burst programming, simply click the

‘Stop’ button.

If you check the ‘Create LOG file' option, ‘logs’ folder will be created with txt file inside. In txt file all

programmed cards will be written.




Authentication

F.eys [zector trallers definition - 1zt part]:
[ Automahic kep mode [authentication keys are inreader] & A Define keys for authentication
Sector: Blocks=: Kevy &4 [HEX] Eev & |Key B [HEX] ey B |Byted9 walues
1] n - 3 vy FEFFFFEFFFFFEFE  $yiyivy 69
1 4 — 7 FFFFFFFFFFFF #yyyyy FFFFFFFFFEFF | vy 619
2 g - 11 FFFFFFFFFFFEF wyyvvy FFFFEFFFFFEEE ey 69
i3 12 — 15 FFFFFFFFFFFF wyyvyy FFFFFEFFFFEEE | yirrvyy (B9
4 16 — 19 FFFFFFFFFFFF wyyvyy FFFEFFFFFEEE vy (69
5 20 — 23 FFFFFFFFFFFE wyyyvyy FEFFFFEFFEFFEEE | vy 69
] 24 — 27 FFFFFFFFFFFF #9y%yy FFFEFFFFFFEFF | vy 69
Il 7 28 — 31 FFFFFFFFFFFF %44y FFFFFFFFFEFF | iy 69
a 32 — 35 FFFFFFFFFFFEF #9yyyy FFFFFFFFFEEE | vy 69
9 e — 39 FFFFFFFFFFFF #yyyyy FFFFFFFFFEFF | iy 619
10 40 — 43 FFFFFFFFFFFEF wyyvvy FFFFEFFFFFEEE ey 69
11 44 — 47 FFFFFFFFFFFF wyyvyy FFFFFEFFFFEEE | yirrvyy (B9
12 48 — &1 FFFFFFFFFFFF wyyvyy FFFEFFFFFEEE vy (69
3 2 — K& FFFFFFFFFFFE wyyyvyy FEFFFFEFFEFFEEE | vy 69
14 56 — &9 FFFFFFFFFFFF #9y%yy FFFEFFFFFFEFF | vy 69
|15 60 — /3 FFFFFFFFFFFF %44y FFFFFFFFFEFF | vy 69

For authentication to card, you can choose between:
e Automatic key mode (authentication keys are in reader)
e Define keys for authentication (Provided key)

For Automatic key mode you can choose between AKM1 and AKM?2.

AKM1 stands for AUTOMATIC KEY MODE 1.

AKM2 stands for AUTOMATIC KEY MODE 2.

For more info about AKM1 and AKM2, please refer to:

HFR Series NFC Reader API
https://git.d-logic.net/nfc-rfid-reader-sdk/ufr-doc/blob/master/uFR%20Series%20NFC%20reader%20API.p
df



https://git.d-logic.net/nfc-rfid-reader-sdk/ufr-doc/blob/master/uFR%20Series%20NFC%20reader%20API.pdf
https://git.d-logic.net/nfc-rfid-reader-sdk/ufr-doc/blob/master/uFR%20Series%20NFC%20reader%20API.pdf

If you click on 'Define keys for authentication’ button, this window will be open:

Authentication Keys x
Sentar Blacks: Copy from main window |
Key A [HEX Eey A [ASCII]lKE? E [HEX] |I(eg B [ASCII]| Load from file |
0 D=3 Y 133333333300
1 TRy FFFFFFFFFFFF |y FFFFFFFFEFFF | 44444 Set Transpart Config. |
2 5 - 11 FFFFFFFFFFFF | vy FFFFFFFFFFFF | 444y
3 12 — 15 FFFFFFFFFFFF |y FFFFFFFFFFFF | 44444
4 16 — 19 FFFFFFFFFFFF |y FFFFFFFFFFFF |y
B 20 — 213 FFFFFFFFFFFF Wiy FFFFFFFFFFEF | i Wirite keys in reader |
B Gl— 27 FFFFFFFFFFFF |y FFFFFFFFFFFF |y : :
7 R FFFFFFFFEFEF | s FEFFREREREEF. | i [ Lockeaderkeys |
5 32 — 35 FEFFFFFFEFEF  §55y75 FFFEFFFEFFEE |44y e |
9 36 — 39 FFFFFFFFFFFF | %9999V FEFFFFFFFFFEF | ¥YGVVY
10 40 — 43 FFFFFFFFFFFF |y FFFFFFFFFFFF | 44444
11 44 — 47 FFFFFFFFFFFF | sy FFFFFFFFFFFF | w7y
12 45 — &1 FFFFFFFFFFFF |y FFFFFFFFFFFF | 44444
13 52 — 5§ FFFFFFFFFFFF |y FFFFFFFFFFFF |y
14 Ef — 59 FFFFFFFFFFFF | iy FFFFFFFFFFFF | 4444
15 60 — 63 FFFFFFFFFFFF |y FFFFFFFFFFFF | 44444
Cloze

Here you can define provided keys for all sectors in the card in different ways.
e You can copy keys from the main window if you click the ‘Copy from main window' button.
e You can load keys from file
e Set transport configuration will set all keys to FFFFFFFFFFFF (hexadecimal)
e You can also write keys into reader from this table and choose write method between AKM1 and
AKM?2
e Also, you can lock or unlock writing keys into the reader providing 8 characters long password.



Input files
Input files example:

= test_input_sector2.hex 321 Bytes I

[card]
type=08

[trailers_byted]
B2: 32

laccess_bits]

gg: 0
69: O
BA: O
0B: 1
[data]
B8: 31 32 33 34 35 356 37 38 39 40 41 42 43 44 45 46
09: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
BA: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

©2.A: FF FF FF FF FF FF
B2.B: FF FF FF FF FF FF

On the picture above you can see an example how to create an input file with defined keys, data blocks,
access bits and sector trailer byte9 which can be loaded from software.
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