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Introduction

PC/SC (abbreviation for "Personal Computer / Smart Card") is a specification for smart card integration into
computer operating systems. Core members of the PC/SC Workgroup are Microsoft, Infineon, Gemalto,
Toshiba. Microsoft has implemented PC/SC in Microsoft Windows using Winscard library which exports
Smart Card API functions.

Digital Logic uFR is a NFC card reader device series which integrates into computing environments using
proprietary APl implemented using uFCoder software library.

To maximize compatibility with existing Windows applications, we have created a uFCoder PC/SC driver.
This driver supports Windows 8.1 and newer operating systems and enables communication with ISO/IEC
14443-4 contactless smart cards and ISO/IEC 14443-3 storage cards which includes NXP Mifare Classic
and NFC T2T cards such as NXP Mifare Ultralight (basic model, Ultralight C and EV1), NXP NTAG 203, NXP
NTAG 21x etc.

Installing

You can download uFCoder PC/SC driver from our Git repository: https://www.d-logic.net/code/

uFCoder PC/SC Windows driver installer use DevMsi project fork from the
https://github.com/nickrussler/DevMsi/tree/master. DevMsi project is originated from
https://www.codeproject.com/Articles/570751/DevMSI-An-Example-Cplusplus-MSI-Wix-Deferred-Custo
and its author is Joe Marley. We have published DevMsi source code downloaded from
https://github.com/nickrussler/DevMsi/tree/master in zip archive on our Git repository and DevMsi
License (The Code Project Open License (CPOL) 1.02) is shown in Appendix A of this document.
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Uninstalling

a Programs and Features

&« =5 v A a Control Panel > All Control Panel ltems Programs and Features
Control Panel Home " '
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
i Organize *  Uninstall Change  Repair = - 9
Fal
MNarme Publisher Installed On  Size Version o
(5] TrustEdgelD 2.2.4 (64-bit) NetSeT Global Solutions d.o.o. 11.06.19. T7T9MB 224
uFCoder PC/SC Driver (x64) Digital Logic Ltd. 07.04,20. 249 MB 0001
(55| Update for Windows 10 for x64-based Systems ... Microsoft Corporation 14.03.19. 135MB 25500
[5:Update for Windows 10 for x64-based Systems ... Microsoft Corporation 14.03.19. 308KB 2.31.0.0
&) UPSmart version 1.3 Guangdong IDEK software tech.. 08,1219, 21MB 13 v
~— Currently installed programs Total size:  31.2 GB
[‘1 126 programs installed

Features

ATR Returned

Contactless smart cards (ISO/IEC 14443-4) and Contactless storage cards don't report classic Answer To
Reset (ATR) as Contact Smart Cards do. The ATR of a Contactless Storage Card is composed as described in
the following table.



Header

8n

10

Higher nibble 8 means: no TA1, TB1, TC1 only TD1 is following.
Lower nibble n is the number of historical bytes (HistByte O to
HistByte n-1)

80

TD1

Higher nibble 8 means: no TA2, TB2, TC2 only TD2 is following.
Lower nibble O means T=0

TD2

Higher nibble 0 means no TA3, TB3, TC3, TD3 following.
Lower nibble 1T means T =1

to
24N

XX
XX

XX

Hist
bytes

T1

Tk

80

Category indicator byte, 80 means A status indicator may be
present in an optional COMPACT-TLV data object.

4LF

Application identifier Presence indicator

YY

length

R[O]
R[1]

RIA]

Registered application provider identifier

5 bytes (RID)

SS | Byte for Standard
PIX

(maximum 7 bytes) | NN

PP NN
PP

Bytes for Card Name

RU
RU
PP RU
RU

RFU: Shall be set to zero.
Assigned by PC/SC for future
extensions.

3+n

uu

TCK

Exclusive-oring of all the bytes TO to Tk




In order to allow the application to identify a storage card type properly, its Standard and Card Name
describing bytes must be interpreted according to the following rules.

Registered Application Provider Identifier (RID)
The PC/SC Workgroup has its own 5-byte RID:

RIO] | R[1] | RI2] | RI3] | RI&4]

OxAO | Ox00 | Ox00 [ Ox03 | Ox06

PIX

SS - Byte For Standard

This describes the standard of a Storage Card. In a table below, only the standards which are supported by
the uFR readers series are indicated.

SS - Byte For Standard
Description

b7 b6 b5 b4 b3 b2 b1 b0

0 0 0 0 0 0 0 0 No information given

0 0 0 0 0 0 0 1 ISO 14443 A, part 1

0 0 0 0 0 0 1 0 ISO 14443 A, part 2

0 0 0 0 0 0 1 1 ISO 14443 A, part 3

0 0 0 0 0 1 0 0 RFU

0 0 0 0 0 1 0 1 ISO 14443 B, part 1

0 0 0 0 0 1 1 0 ISO 14443 B, part 2

0 0 0 0 0 1 1 1 ISO 14443 B, part 3




NN - Bytes For Card Name

The two bytes for Card Name represent a number which will be assigned by the PC/SC Workgroup. In a
table below, only the cards supported by the uFR readers series are indicated:

Card Name Two Byte - Identifier
No information given ‘00 00
Mifare Standard 1K ‘00 01"
Mifare Standard 4K ‘00 02
Mifare Ultralight / NTAG21x ‘00 03
Mifare Mini ‘00 26’
MIFARE Ultralight C ‘00 3A’
MIFARE Ultralight EV1 ‘00 3D

Contactless Storage Card Functionality Support

General Aspects

This section defines commands for Storage Cards (Exception : The Get Data Command, which returns UID
or historical bytes from the ATS of a ISO 14443 A, may be used for all kinds of contactless cards).

Common Error Codes for Storage Cards

SW1 SW2 Meaning

0x67 0x00 Wrong length

0x68 0x00 Class byte is not correct
Ox6A Ox81 Function not supported
Ox6B 0x00 Wrong parameter P1-P2

The error codes defined in the Table above are valid for all commands defined within this section. Moreover
command specific errors have been introduced as required in individual subsections.



Get Data Command

This Get Data command will retrieve information about the inserted command depending on the inserted
card. It can be used for kind of contactless cards.

GET DATA Command APDU:

Class INS P1 P2 Lc Data In Le
OxFF OxCA 0x00 0x00 . - XX
0x01

P1 P2

0x00 0x00 | UIDis returned

0x01 0x00 | all historical bytes from the ATS of a ISO 14443 A card without CRC are returned

Get Data Command Output:
Data Out

Data + SW1 SW?2

Le = 0x00, this means: Return full length of the data (e.g. for ISO14443A single 4 bytes, double 7 bytes,
triple 10 bytes, for ISO14443B 4 bytes PUPI, for 15693 8 bytes UID).

UID Format:
The format of the UID has to be the same for all IFD subsystem implementations:

» The UID has to be exposed as a string of the expected length. If the expected length is greater than the
actual length the rest of the string has to be filled with zero-value padding bytes.

» No cast must be done over the UID or parts of it. For example, casting four bytes of the UID to a 32-bit
Integer is illegal.

» The order of the bytes within the string must match the order of bytes received from the card during
initial contact (e.g. Anti-collision). Consequently, the first byte received will be at index zero.

» The bit order of the string bytes must be such that the LSB (MSB) matches with the LSB (MSB) of the
card-defined UID.

The following table introduces some examples of SW1SW2 and their meaning.



SW1 | SW2 | Meaning

Warning | 0x62 | 0x82 | End of data reached before Le bytes (Le is greater than data length).

Ox6A | 0x81 | Function not supported
Error

0x6C XX | Wrong length (wrong number Le; XX' encodes the exact number)

Load Keys Command

The ‘Load keys' command will just load (write) the keys in the uFR reader's designated memory. The key
can be only of the card key type. uFR reader does not protect the transmission of secure data e.g. card key
from the application to the reader, for now. So the Reader Key type isn't supported. This command can be
used to set keys for NXP Mifare Classic contactless cards.

Card Key: This is the card specific key (e.g. for Mifare it is Mifare key). This key can be volatile or
non-volatile.

The coding of the command provides the following mechanisms:

» Load keys in either container: Reader key container to be used for transmission protection and card key
container for card authentication.

» Transmission of the loaded key in plain using a key out of the reader key container: The key to be used is
indicated in P1 by its number. P2 is indicating the address within the container, where the key shall be
stored.

» The containers can be located in volatile or non-volatile memory.

Load Keys Command APDU:
Class INS P1 P2 Lc Data In Le
OxFF 0x82 Key Structure Key number Key Length Key -

Load Keys Command Output:

Data Out

SW1 SW2




P1 Structure:

b7 | b6 | b5 (b4 | b3 [ b2 | b1 | b0 | Description

0: Card Key,
1: Not supported

0: Plain Transmission,
1: Not supported

0: Keys are loaded into the uFR volatile memory
1: Keys are loaded into the uFR non-volatile memory,.

X RFU

XXXX Not supported

P2 (Key Number):

Load Keys Error Codes:

SW1 | SW2 | Meaning

Warning 0x63 | Ox00 | Noinformation is given

0x82 | Card key not supported

0x83 | Reader key not supported

0x84 | Plain transmission not supported

0x85 | Secured transmission not supported

Error 0x69
0x86 | Volatile memory is not available

0x87 | Non-volatile memory is not available

0x88 | Key number not valid

0x89 | Key length is not correct




General Authenticate Command

The application provides the number of the key used for the authentication. The specific key must be

already in the uFR reader.
General Authenticate Command APDU:

Class INS P1 P2 Lc Data In Le
OxFF 0x86 0x00 0x00 5 See table -
General Authenticate data bytes:
Byte 1 Byte 2 Byte 3 Byte 4 Byte 5
Version Address Address Key type Key Nr
0x01 MSB LSB

General Authenticate Command Output:

Data Out

SW1 SW2

General Authenticate Error Codes:

SW1 | SW2 | Meaning
Warning | Ox63 | Ox00 | Noinformation is given
0x65 | 0x81 | P1, P2 have to be Ox00
0x82 | Security status not satisfied
0x83 | Authentication cannot be done
Error
0x69 | Ox84 | Reference key not useable
0x86 | Key type not known
0x88 | Key number not valid




Read Binary Command

If the Le field contains only bytes set to 0x00 then all the bytes until the end of the file shall be read within
the limit of 256 for a short Le field.

Read Binary Command APDU:

Class INS P1 P2 Lc Data in Le

Address Address
OxFF 0xBO VISB LSB - - XX

Read Binary Command Output:

Data Out

Data + SW1 SW?2

Read Binary Error Codes:

SW1 | SW2 | Meaning

0x81 | Part of returned data may be corrupted.
Warning | 0x62

0x82 | End of file reached before reading expected number of bytes.

0x81 | Command incompatible.

0x69 | 0x82 | Security status not satisfied.

0x86 | Command not allowed.
Error

0x81 | Function not supported.
Ox6A

0x82 | File not found / Addressed block or byte does not exist.

0x6C XX | Wrong length (wrong number Le; 'XX' is the exact number).




Update Binary Command

Update Binary Command APDU:

Class INS P1 P2 Lc Data in Le
Address Address
OxFF 0xD6 MISB LSB XX Data -
Update Binary Command Output:
Data Out
SW1 SW2
Update Binary Error Codes:
SW1 | SW2 | Meaning
0x81 | A part of the returned data may be corrupted.
Warning | 0x62
0x82 | End of file reached before writing Lc bytes.
0x65 | 0x81 | Memory failure (unsuccessful writing).
0x81 | Command incompatible.
0x69 | 0x82 | Security status not satisfied.
Error
0x86 | Command not allowed.
0x81 | Function not supported.
Ox6A
0x82 | File not found / Addressed block or byte does not exist.




ISO/IEC 14443-4 Cards

The Contactless Smart Card exposes its ATS or information bytes not directly, but via a specific ATR
mapping. For Contactless Smart Card, the card reader subsystem must construct an ATR from the fixed
elements that identify the cards. For those cards that provide such information, optionally with Historical
Bytes (or Application Information respectively), the mapping in the following table applies.

Byte Nr | Value Designation | Description
0 3B Initial Header
Higher nibble 8 means no TA1, TB1, TC1 only TD1 is following.
1 8n TO Lower nibble n is the number of historical bytes (HistByte O to
HistByte n-1)
Higher nibble 8 means no TA2, TB2, TC2 only TD2 is following.
2 80 TD1 .
Lower nibble 0 means T =0
Higher nibble 0 means no TA3, TB3, TC3, TD3 following
3 1 TD2 .
Lower nibble 1 means T = 1
Historical bytes:
ISO14443A:
The historical bytes from ATS response. Refer to the
4 XX T :281222—; specification.
to XX '
34N XX Tk Byte1-4 Byte5 -7 Byte 8
Application | Protocol Info Byte | Higher nibble = MBLI
Data from from ATQB from ATTRIB command
ATQB Lower nibble (RFU) =0
4+n XX TCK XOR of the bytes TO to Tk




Appendix A: DevMsi License

The Code Project Open License (CPOL) 1.02

Preamble

This License governs Your use of the Work. This License is intended to allow developers to use the Source
Code and Executable Files provided as part of the Work in any application in any form.

The main points subject to the terms of the License are:

* Source Code and Executable Files can be used in commercial applications;
* Source Code and Executable Files can be redistributed; and

* Source Code can be modified to create derivative works.

* No claim of suitability, guarantee, or any warranty whatsoever is provided. The software is provided
"as-is".

* The Article accompanying the Work may not be distributed or republished without the Author's consent

This License is entered between You, the individual or other entity reading or otherwise making use of the
Work licensed pursuant to this License and the individual or other entity which offers the Work under the
terms of this License ("Author").

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CODE PROJECT OPEN
LICENSE ("LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY
USE OF THE WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS
PROHIBITED.

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HEREIN, YOU ACCEPT AND AGREE TO BE BOUND
BY THE TERMS OF THIS LICENSE. THE AUTHOR GRANTS YOU THE RIGHTS CONTAINED HEREIN IN
CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO
ACCEPT AND BE BOUND BY THE TERMS OF THIS LICENSE, YOU CANNOT MAKE ANY USE OF THE WORK.

1. Definitions.

a. "Articles" means, collectively, all articles written by Author which describes how the Source Code and
Executable Files for the Work may be used by a user.

b. "Author" means the individual or entity that offers the Work under the terms of this License.
c. "Derivative Work" means a work based upon the Work or upon the Work and other pre-existing works.

d. "Executable Files" refer to the executables, binary files, configuration and any required data files included
in the Work.



e. "Publisher" means the provider of the website, magazine, CD-ROM, DVD or other medium from or by
which the Work is obtained by You.

f. "Source Code" refers to the collection of source code and configuration files used to create the Executable
Files.

g. "Standard Version" refers to such a Work if it has not been modified, or has been modified in accordance
with the consent of the Author, such consent being in the full discretion of the Author.

h. "Work" refers to the collection of files distributed by the Publisher, including the Source Code, Executable
Files, binaries, data files, documentation, whitepapers and the Articles.

i. "You" is you, an individual or entity wishing to use the Work and exercise your rights under this License.

2. Fair Use/Fair Use Rights. Nothing in this License is intended to reduce, limit, or restrict any rights arising
from fair use, fair dealing, first sale or other limitations on the exclusive rights of the copyright owner under
copyright law or other applicable laws.

3. License Grant. Subject to the terms and conditions of this License, the Author hereby grants You a
worldwide, royalty-free, non-exclusive, perpetual (for the duration of the applicable copyright) license to
exercise the rights in the Work as stated below:

a. You may use the standard version of the Source Code or Executable Files in Your own applications.

b. You may apply bug fixes, portability fixes and other modifications obtained from the Public Domain or
from the Author. A Work modified in such a way shall still be considered the standard version and will be
subject to this License.

c. You may otherwise modify Your copy of this Work (excluding the Articles) in any way to create a
Derivative Work, provided that You insert a prominent notice in each changed file stating how, when and
where You changed that file.

d. You may distribute the standard version of the Executable Files and Source Code or Derivative Work in
aggregate with other (possibly commercial) programs as part of a larger (possibly commercial) software
distribution.

e. The Articles discussing the Work published in any form by the author may not be distributed or
republished without the Author's consent. The author retains copyright to any such Articles. You may use
the Executable Files and Source Code pursuant to this License but you may not repost or republish or
otherwise distribute or make available the Articles, without the prior written consent of the Author.

Any subroutines or modules supplied by You and linked into the Source Code or Executable Files of this
Work shall not be considered part of this Work and will not be subject to the terms of this License.

4. Patent License. Subject to the terms and conditions of this License, each Author hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, import, and otherwise transfer the Work.



5. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the
following restrictions:

a. You agree not to remove any of the original copyright, patent, trademark, and attribution notices and
associated disclaimers that may appear in the Source Code or Executable Files.

b. You agree not to advertise or in any way imply that this Work is a product of Your own.

c. The name of the Author may not be used to endorse or promote products derived from the Work without
the prior written consent of the Author.

d. You agree not to sell, lease, or rent any part of the Work. This does not restrict you from including the
Work or any part of the Work inside a larger software distribution that itself is being sold. The Work by
itself, though, cannot be sold, leased or rented.

e. You may distribute the Executable Files and Source Code only under the terms of this License, and You
must include a copy of, or the Uniform Resource Identifier for, this License with every copy of the
Executable Files or Source Code You distribute and ensure that anyone receiving such Executable Files and
Source Code agrees that the terms of this License apply to such Executable Files and/or Source Code. You
may not offer or impose any terms on the Work that alter or restrict the terms of this License or the
recipients' exercise of the rights granted hereunder. You may not sublicense the Work. You must keep
intact all notices that refer to this License and to the disclaimer of warranties. You may not distribute the
Executable Files or Source Code with any technological measures that control access or use of the Work in
a manner inconsistent with the terms of this License.

f. You agree not to use the Work for illegal, immoral or improper purposes, or on pages containing illegal,
immoral or improper material. The Work is subject to applicable export laws. You agree to comply with all
such laws and regulations that may apply to the Work after Your receipt of the Work.

6. Representations, Warranties and Disclaimer. THIS WORK IS PROVIDED "AS IS", "WHERE IS" AND "AS
AVAILABLE", WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS OR GUARANTEES. YOU,
THE USER, ASSUME ALL RISK IN ITS USE, INCLUDING COPYRIGHT INFRINGEMENT, PATENT
INFRINGEMENT, SUITABILITY, ETC. AUTHOR EXPRESSLY DISCLAIMS ALL EXPRESS, IMPLIED OR
STATUTORY WARRANTIES OR CONDITIONS, INCLUDING WITHOUT LIMITATION, WARRANTIES OR
CONDITIONS OF MERCHANTABILITY, MERCHANTABLE QUALITY OR FITNESS FOR A PARTICULAR
PURPOSE, OR ANY WARRANTY OF TITLE OR NON-INFRINGEMENT, OR THAT THE WORK (OR ANY
PORTION THEREOF) IS CORRECT, USEFUL, BUG-FREE OR FREE OF VIRUSES. YOU MUST PASS THIS
DISCLAIMER ON WHENEVER YOU DISTRIBUTE THE WORK OR DERIVATIVE WORKS.

7. Indemnity. You agree to defend, indemnify and hold harmless the Author and the Publisher from and
against any claims, suits, losses, damages, liabilities, costs, and expenses (including reasonable legal or
attorneys' fees) resulting from or relating to any use of the Work by You.

8. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL THE
AUTHOR OR THE PUBLISHER BE LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF



THE WORK OR OTHERWISE, EVEN IF THE AUTHOR OR THE PUBLISHER HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

9. Termination.

a. This License and the rights granted hereunder will terminate automatically upon any breach by You of
any term of this License. Individuals or entities who have received Derivative Works from You under this
License, however, will not have their licenses terminated provided such individuals or entities remain in full
compliance with those licenses. Sections 1, 2, 6, 7, 8,9, 10 and 11 will survive any termination of this
License.

b. If You bring a copyright, trademark, patent or any other infringement claim against any contributor over
infringements You claim are made by the Work, your License from such contributor to the Work ends
automatically.

c. Subject to the above terms and conditions, this License is perpetual (for the duration of the applicable
copyright in the Work). Notwithstanding the above, the Author reserves the right to release the Work under
different license terms or to stop distributing the Work at any time; provided, however that any such
election will not serve to withdraw this License (or any other license that has been, or is required to be,
granted under the terms of this License), and this License will continue in full force and effect unless
terminated as stated above.

10. Publisher. The parties hereby confirm that the Publisher shall not, under any circumstances, be
responsible for and shall not have any liability in respect of the subject matter of this License. The Publisher
makes no warranty whatsoever in connection with the Work and shall not be liable to You or any party on
any legal theory for any damages whatsoever, including without limitation any general, special, incidental
or consequential damages arising in connection to this license. The Publisher reserves the right to cease
making the Work available to You at any time without notice

11. Miscellaneous

a. This License shall be governed by the laws of the location of the head office of the Author or if the Author
is an individual, the laws of location of the principal place of residence of the Author.

b. If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the
validity or enforceability of the remainder of the terms of this License, and without further action by the
parties to this License, such provision shall be reformed to the minimum extent necessary to make such
provision valid and enforceable.

c. No term or provision of this License shall be deemed waived and no breach consented to unless such
waiver or consent shall be in writing and signed by the party to be charged with such waiver or consent.

d. This License constitutes the entire agreement between the parties with respect to the Work licensed
herein. There are no understandings, agreements or representations with respect to the Work not specified
herein. The Author shall not be bound by any additional provisions that may appear in any communication
from You. This License may not be modified without the mutual written agreement of the Author and You.
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Appendix B: Change Log

2020-04-13 1.3 | ATR of a Contactless Storage Card composition.

2020-04-10 1.2 | ISO/IEC 14443-4 Cards ATR mapping.

2020-04-09 1.1 Contactless Storage Card Functionality Support

2020-04-06 1.0 Initial revision
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