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1.Introduction

The NT4H is a new series of NX NTAG® cards.

There is NTAG413 DNA, NTAG424 DNA, and NTAG424 TT DNA.

NTAG424 DNA is fully compliant with the NFC Forum Type 4 Tag IC.

They come with AES-128 cryptographic operation and a new Secure Unique NFC (SUN) Message.

2.Application overview

Link: https:/www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-examples-c _sharp-nt4h
In the following picture, is the layout for the application where simple reader opening mode was used..

a5 uFR NT4H C2 Example vl — O *
Open Reader Close Reader https://www.ddogic net/code/nfefid reader-sdk
Advanced Open options

] Use Advanced options

File Settings  Get UID  Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read/Write Get SC Y | ¢
Get File Settings  Set File Settings

File no:

(Get File Settings

Standard data file settings

File Type: I:l
Communication mode: I:I
File size: I:I
Read key no: I:I
Write key no I:l
Read write key no: I:I
Change key no: I:l

SOM enabled

DEVICE | SM: UN104656 HW:26.21 FW: 5053 DLL: 5.0.40
STATUS COMNMECTED Status: UFR_OK



https://www.d-logic.net/code/nfc-rfid-reader-sdk/ufr-examples-c_sharp-nt4h

2.1 Get File Settings

The NTAG413 has two standard data files:
- File number 1 is Capability Container file (32 bytes)
- File number 2 is NDEF file (128 bytes)

The NTAG424 has three standard data files:

- File number 1 is Capability Container file (32 bytes)

- File number 2 is NDEF file (256 bytes)

- File number 3 is proprietary file (128 bytes)
Number of returned parameters varies.
If the current file is standard data file with AES secure messaging, then the following information is
obtained:

- File type

- Communication mode

- File access rights

- Filesize

Example:

File number = 3 (NTAG424 proprietary file)
Communication mode is enciphered (0x03)
Secure dynamic messaging is disabled

Key number for read is 2

Key number for write is 3

Key number for read/write is 3

Key number for change file settings is O
File size is 128 bytes
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Open Reader Close Reader https://www ddogic.net/code/nfc+fid reader-sdk

Advanced Open options
[] Use Advanced options

File Settings  Get UID  Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read /Wite Get SC * | *
Get File Settings  Set File Settings

File no:

Get File Settings

Standard data file settings SDM enabled

File Type:

“IE]

Communication mode: (3
File size: 128
Read key no:
Wite key no

Fead write key no:

CIFIEIE]

Change key no:

DEVICE | SM: UNT04656 HW: 26.21 FW: 5.0.53 DLL: 5.0.40
STATUS COMMECTED Get file settings successful: UFR_OK

If the current file is a standard data file with secure dynamic messaging then there is more information.
Example:

File number is 2 (NDEF file)

Secure dynamic messaging is enabled

Free access for reading and writing operations (key OxOE)

UID mirroring is enabled

SDM reading counter is enabled



SDM reading counter limit is disabled.

Encrypted part of file data used.

Key number for SDM meta read is 2 (UID, SDM reading counter, PICC data, MAC)
Key number for encrypted part of file data is 2

SDM reading counter can read without authentication

PICC data offset (encrypted UID and SDM reading counter) is 49

MAC input offset is 86

Encrypted part of the file data offset is 86

Encrypted part of the file data length is 32

MAC offset is 124

! uFR NT4H CZ Example v1.1 — O x

Open Reader Close Reader https:/fwww ddogic net/code /nfefid reader-sdk

Advanced Open options
[J Use Advanced options

Hle Settings et UID  Set Random |0 Change AES Key  Linear Read/Write  Secure Dynamic Message Read/Write  Get SC/ 1 | ¥

Get File Settings  Set File Settings

File no:

Get File Settings

Standard data file settings SOM enabled

File Type:
Secure Dynamic Messaging settings

Communication mode: [l UID enable: Meta data key no: UID offset:

[°]

File size: Read cir enable: File data read key no: Read cir offset: EI

Read key no: Read ctr limit enable: EI Read cir key no: PICC data offset:

White key no Enc file data enable: MALC input offset: E

Read write key no: ENC offset
set:

Change key no: o] ENC length:

MAC offset:
Read ctr limit: IEI

DEVICE | SN : UN104656 HW:26.21 FW: 5.0.33 DLL: 5.0.40
STATUS CONNECTED Get file settings successful: UFR_OK




2.2 Set file settings

Due to the large number of parameters, there are two functions for setting file parameters.

Example 1:

Standard data file

File number (Proprietary file)

Current communication mode is enciphered and the change key number is O.

New settings are: plain communication mode, read key 2, write key 3, read/write key 3, change key O, and
authentication mode provided key.

a5 uFR NT4H C# Example v1.1 — O *
Open Reader Close Reader https://www.ddogic.net/code/mfcfid reader-sdk

Advanced Open options
[] Use Advanced options

File Seftings  Get UID Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read/Wite Get SC/*[*

Get File Settings et File Settings

File ro- Authentication mode:

Key no: El () Reader key (@ Provided key

Key index: EI AES key (16 bytes): |}DD[:'DDDDDDE'E'DDDDDDE'DDDI}DDE'E'DDD

Set File Settings

Standard data file settings [] 5DM enabled
Communication mode: IEI

Read key no:
Write key no
Read wiite key no:
Changs key no: [0 ]

DEVICE | SN :UN104856 HW:26.21 FW: 5.0.53 DLL: 5.0.40
STATUS COMNMECTED Set file settings successful: UFR_OK




Example 2:

Standard data file with secure dynamic messaging. NTAG424 TT.
File number 2.

Communication mode plain, SDM enabled, Read key 14 (free access), Write key 14, Read/Write key 14, and
the Change key O.

SDM options:

UID mirroring: enabled

Read counter: enabled

Read counter limit: disabled

Encrypted part of file data: disabled

SDM access rights (OXOE free/plain, OxOF no access/no data):
SDM meta read: OXOE

SDM file key: Ox00

SDM reading counter read key: OxOE

UID offset: 26

Read counter offset: 41

Mac input data offset: 57

MAC offset: 57
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Open Reader

Close Reader

- |

b

https:/Awww .ddogic net/code/rfotfidreadersdk

Advanced Open options
[] Use Advanced options

File Settings

Get File Settings  Set File Settings

File no:
Key no: EI

Standard data file settings
Communication mode: EI

Read key no:
Write key no

Read write key no:

o]

Change key no:

SM : UN104656
COMMECTED

DEVICE
STATUS

HW : 26.21

Authentication mode:

() Reader key

S aciis Keyindeo [0 | AESkey(16bytes): |

SDM enabled

Secure Dynamic Messaging settings

D enable:

Read ctr enable:

Read ctr limit enable: EI

(® Provided key

Get UWID  Set Random |0 Change AES Key  Linear Read/\Wrte Secure Dynamic Message Read\Wrhte Get SC| 1

Set File Settings

File data read key no: EI

Meta data key no:

Read ctr key no:

Enc file data enable: EI

FW: 5.0.53

DLL: 5.0.40
Set file settings successful: UFR_OK

UID offeet:
Read ctr offset:

PICC data offset: E|

MALC input offset:

ENCoffset: [0 |
ENClength: [0 |
MAC offset:
Read cfr limit: EI

k

Address:

e-mail:

Reg.
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2.3 Get UID

NTAG424 DNA only.
Function returns 7 bytes long card UID. This is useful if the Random ID option is activated.
Valid authentication with any card key is required.

a5 UFR NT4H C# Example v1.1 - O =
Open Reader Close Reader https:/ www .ddogic.net/code/rfcfidreader-sdk
Advanced Open options

[] Use Advanced options

File Settings Get UID Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read/Write Get SC| 4| *

Kew no: EI

Authentication mode:

(®) Feader key () Provided key

Key index: EI AES key (16 bytes): |ﬂi}ﬂ1}ﬂﬂ'ﬂﬂ4}m}ﬂlﬂlﬂlﬂﬂ'ﬂ4}ﬂﬂi}ﬂlﬂ'ﬂ'ﬂlﬂﬂﬂlﬂlﬂlﬂl

Get UID

D:  (04:72:78:92:76:63:30

DEVICE | SM: UMN104656 HW: 26.21 FW: 5.0.53 DLL: 5.0.40
STATUS COMMECTED Get UID successful: UFR_OK

10
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2.4 Set Random ID

NTAGL24 DNA only.

The card returns 4 bytes random ID instead of 7 bytes unique ID.
Warning: this operation is irreversible.

Authentication with application master key (number 0) is required.

g5 uFR NT4H C# Example vl — O X

Open Reader Close Reader https:/‘www.ddogic net/code/nfcfid reader-sdk

Advanced Open options
[J Use Advanced options

File Seftings Get UID  Set Random ID Change AES Key  Linear Read/Write  Secure Dynamic Message Read/Write Get SC/* | *
Authentication mode:

(@ Reader key ) Provided key

Key index: EI AES key (16 bytes): |I}DI}DDDDDDI}DDDDDDI}DI}DDDDI}DI}DDDDD

Set Random 1D
DEVICE | SM: UNTd636 HW: 26.21 FW : 5.0.53 DLL: 5.0.40
STATUS COMMECTED Set random D successful: UFR_QK

2.5 Change AES key



DY
Authentication with application master key (number 0) is required.
If the key which will be changed is not the master key, then the old key value is required.
Example:
Key number 4.
Application master key value: Ox
Old key 4 value: 0x00000000000000000000000000000000
New key 4 value: 0x11111111111111111111111111111111

a5 UFR NT4H C# Example v1.1 — O by
Open Reader Close Reader https://www ddogic.net/code/nfc+fid reader-sdk
Advanced Open options

[] Use Advanced options

File Settings Get UID  Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read /Write Get SC * | *

Key no:

Authertication mode:

() Reader key (®) Provided key

Key index: EI AES key (16 bytes): |I}DI}I}I}I}I}I}DDDDDDDDDDDDDDDDDDDDDDDD

MNew key: |'I'I'I'I'I'I'I'I'I'I'I'I'I'I'I'I'I'I1'I'I'I1'I'I'I1'I'I'I1'I |

Old key: |DDDI}I}DDDDDDDDDDDDDDDDDDDDDDDDDDD |

Change AES Key

DEVICE | SM: UNT04656 HW: 26.21 FW: 5.0.53 DLL: 5.0.40
STATUS COMMECTED Change AES key successful: UFR_OK




2.6 Linear read

Function reads data from the file.
Required parameters are
- File number
- Key number for read, or read/write access
- Communication mode
- Authentication mode (if read key is 14 then no authentication required)
- Start address (0 - max address)
- Length of data



Digital Logic

a5 uFR NT4H C# Example v1.1 — O %

https:/Awww .ddogic net/code/rfotfidreadersdk

Open Reader Close Reader

Advanced Open options
[] Use Advanced options

File Settings Get UID  Set Random ID  Change AES Key  Linear Read/Wnte  Secure Dynamic Message Read /Write Get SC * | *

Linear Read  Linear Write

File no: Authentication mode:
Key no- () Reader key ® Provided key () Mo authentication
Communication mode: Keyindex: [0 |  AESkey (16bytes): [00000000000000000000000000000000

Linear address: EI
Lot o

Read Data () ASCI (@) Hex

Data read: Bytes retumed:

44-4C-6F-67-69:63:20:4C 69-6E:65:61:72:20:57-72:69:74:65: 20:74:65:73: 7400000 00 060 00 0o0: 00: D0 0o 00 00 00 00 00 00 O
0000 000 Co: 000 o0 Co0: D0 o O0x: D0 0o 00 0o 000 O Co0: 000 O 000 D0y o - 000 oD 000 00 o0 00 O 00 D 0o 00 00: 00 00 00 00 00 0o0:0
0:00:00:00:00:00.00.00.00:00.00.00.00.00:00:00.00:00: 00.00.00.00.00.00.00:00:00.00:00.00.00.00.00:00.00.00.00.00:00:.00.00

:00:00:00:00:00:00:00|
DEVICE | SM: UNT04656 HW: 26.21 FW : 5.0.54 DLL: 5.0.54
STATUS COMMECTED Linear read successful: UFR_QK

2.7 Linear write

Function writes data to the file.
Required parameters are

- File number
- Key number for read, or read/write access

- Communication mode
14
Digital Logic Ltd.

- Tel: - VAT: Reg.

Address:
e-mail: - www.d-logic.com



Digital Logic
- Authentication mode (if read key is 14 then no authentication required)
- Start address (0 - max address)

- Length of data
a5 uFR NT4H C# Example v1.1 — O %
Open Reader Close Reader https://www ddogic.net/code/nfc+fid reader-sdk
Advanced Open options

[] Use Advanced options

File Settings Get UID  Set Random ID  Change AES Key  Linear Read/Wnte  Secure Dynamic Message Read /Write Get SC * | *

Linear Read Linear Write

File no: Authentication mode:
Key no- () Reader key ® Provided key () Mo authentication

Commurication mode: Keyindex: [0 |  AESkey (16bytes): [00000000000000000000000000000000

Linear address: EI
Length: Inpt

Wiite Data @ ASCI () Hex

Data to write: Bytes written:
Dlogic Linear Write test

DEVICE | SM: UNT04656 HW: 26.21 FW : 5.0.54 DLL: 5.0.54
STATUS COMMECTED Linear write successful; UFR_CK
15

Digital Logic Ltd.
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Digital Logic

2.8 Secure Dynamic Message Read

File must be in Secure dynamic message mode (SDM enabled), and read access must be free (key no 14, no

authentication required)

Example for NTAG424

a5l UFR NT4H C# Example v1.1

| >

Open Reader

Close Reader

https:/Awww ddogic net/code/nfo4fidreadersdk

Advanced Open options
[] Use Advanced options

File Settings Get UID  Set Random [0

Read  Write

File na:

Authentication mode:
(® Reader key

Change AES Key  Linear Read/Write Secure Dynamic Message Read/Wnte  Get SC/ ¢ |

() Provided key

Key index: EI AES key (16 bytes): |DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Meta data AES key(16 bytes): Raw Hex data:  |[00:88:01:01:87:55:00:64:20:6C 6F67-65:63:2F 44:4F &
| | 41546573 74:3F70:30:33:31:31:34:37:44:42:46:33:
37:30:45:43:30:30:32:41:30:31:43:359:34:30:38:45:41:
44:33:42-33:36:471:65:30:30:37:34:45:45:32:45:31:33: v
F"E data I-ead AES kEY {‘IE b}rtes}: AN-IR- ALY T390 A8 A1 AD T AL A TI0.TT- A1 4404
|DDDDDDDDDDDD[PDDDBDDDBDDDBDDDDDDD | NDEF file context: |d-|ugichNATest?p=3114?DEF3?DECD'I]2AD1C94EEEAD3|
PICC encrypted data: |31 1470BFITOECOD2A0NCS40BEADIBIGA |
(] |ﬂ4:?2:ﬂ5:52:?ﬁ:63:3ﬂ | Reading counter:
ASCIIUID: | | SDMreading counter [ |
Encrypted part of file data |D?-lEEEE1BDEWEDDAFEFFH?AD-EMEDM'E'I]:EEF'IHD155|
Part of file data: | This is DLogic SDM read test |
P ASCII MAC data: ~ |3853CD180CB2C525 |
ASCI MAC Input data: |1C94DBEAD3EEI-EAE=ﬂ?4EE2E13D5I-T’E-DDAF2FFﬂ?AD4EI-
DEVICE | SN : UNT04656 HW : 26.21 FW : 5.0.54 DLL: 5.0.54
STATUS COMMECTED MAC is correct
16
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- www.d-logic.com




2.9 Secure Dynamic Message Write
File must be in Secure dynamic message mode (SDM enabled), and read access must be free (key no 14, no

authentication required)

a5 UFR NT4H C# Example v1.1 — O et

https ./ Awww .ddogic net/code/rfcHfidreadersdk

Open Reader Close Reader

Advanced Open options
[] Use Advanced options

File Settings Get UID  Set Random ID  Change AES Key  Linear Read/Write  Secure Dynamic Message Read Wrhite  Get SC/ ¢ | ¢

Read Wrte
Authentication mode:

Fil S .
tene (@ Reader key i) Provided key

ey o
Key index: EI AES key (16 bytes): |DI}DI}DI}DI}DDDDDDDDDDDDDDDDDDDDDDDD |

Write key no Encrypted part of file data enable SDM reading counter access:

Read write key no: Does MAC exist? LRL: ||:|-I|:|gich NATest |

New change key no: EI SOM file data read access [] Enter additional number of characters for MAL caleu

5DM reading courter limit enable N of characters:

SDM reading counter limit: ASCIl Data for encryption: (NTAG424 Only)
This is DLogic SOM read test

Does PICC data (UID, 50M reading counter) exist ?
MTAG424 Only
ls PICC data encrypted?

SOM meta read access:

LD mimaring enable?
SDM Write
Reading courter mimoring enable

DEVICE | SM: UNT04656  HW: 26.21 FW: 5.0.54 DLL: 5.0.54
STATUS COMMECTED Secure dynamic message write successful

17



2.10 Get SDM Reading Counter

The Secure dynamic message reading counter exists only if SDM is enabled in file settings.
It depends on the setting of SDM reading counter acces, authentication required or not.

a5 uFR NT4H C# Example v1.1 - O *
Open Reader Close Reader https://www .ddogic net/code/nfcfid readersdk

Advanced Open options
[ Use Advanced options

Linear Read/Write Secure Dynamic Message Read/Write Get SDM Reading Counter  Store AES Key Into Reader d

File no:
Key no: III

Authentication mode:

(@ Reader key ) Providedkey () Mo authertication

Keyindex: [0 | AESkey (16bytes): [0000000000000000000000000000000

Get SDM Reading Counter

SOM Reading Counter:

DEVICE | SM: UNT04656 HW: 26.21 FW: 5.0.54 DLL: 5.0.54
STATUS COMMECTED Linear write successful: UFR_OK

18



2.11 Tag Tamper Enable

Added in software v1.2

NTAG424 DNATT only.

Used for enabling the Tag Tamper feature.

Warning: this operation is irreversible.

Authentication with application master key (0) is required.
Example for free tag tamper status read.

o uFR NT4H C# Example v1.2 — O X

Open Reader Close Reader https://www.ddogic.net/code/nfc+fidreader-sdik

Advanced Open options
[] Use Advanced options

3

Linear Read/Write  Secure Dynamic Message Read/Wiite  Get SDM Reading Counter  Tag tamper enable  Get tag tamper stat
Authentication mode:
(®) Reader key ) Provided key

Key index: E AES key (16 bytes): |DDI}DDDDDDDDDI}DDDDDDDDDDDDDDDDDD

TT status access: D

Tag Tamper Enable

DEVICE | SN : UN104656 HW: 26.21 FW: 5.0.44 DLL: 5.0.54
STATUS COMMNECTED Tag Tamper Enable successful: UFR_OK




2.12 Get tag tamper status

Added in software v1.2
NTAG424 DNATT only.
Example when the seal is still closed.

! UFR NT4H C# Examplev1.2 — O et

Open Reader

Close Reader https ./ Awww .ddogic net/code/rfcHfidreadersdk

Advanced Open options
[] Use Advanced options

Secure Dynamic Message Read/Write Get SDM Reading Counter

Key no: D

Authentication mode:

Tagtamper enable  Get tag tamper status  Check ECC signg * | *

(® Reader key () Providedkey () Mo authentication

Keyindex: [0 |  AESkey (16 bytes): [0000000000000000000000000000000

TT pemanent status:
TT cument status:

Get Tag Tamper Status

DEVICE | SM: UN104656 HW: 26.21 FW: 5.0.44 DLL: 5.0.54
STATUS COMMECTED

Get Tag Tamper Status successful: UFR_OK




DEVICE | SM: UN104656 HW: 26.21

Digital Logic

Open

85! uFR NT4H C# Example v1.2 — O ><

Open Reader Close Reader

https:/Awww ddogic net/code/nfc4fidreadersdk

Advanced Open options
[] Use Advanced options

Basdar fume- [ P u]
gl Ly s gl

51
[}

Secure Dynamic Message Read/Write Get SDM Reading Courter Tagtamperenable (Gettag tamper status | Check ECC signalIII‘

Authentication mode:

(®) Readerkey () Provided key () No authentication

Key index: EI AES key (16 bytes): |DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD[P

TT pemmanent status: IZI
TT cument status: EI

Get Tag Tamper Status

FW:5.0.44 DLL: 5.0.54
STATUS COMMECTED Get Tag Tarmper Status successful: UFR_OK
21
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DEVICE | SM: UN104656 HW: 26.21

Digital Logic

Invalid

85! uFR NT4H C# Example v1.2 — O ><

Open Reader Close Reader

https:/Awww ddogic net/code/nfc4fidreadersdk

Advanced Open options
[] Use Advanced options

W1
T
1
[+T)
0
[
I

Secure Dynamic Message Read/Write Get SDM Reading Courter Tagtamperenable (Gettag tamper status | Check ECC signalIII‘

Authentication mode:

(®) Readerkey () Provided key () No authentication

Key index: EI AES key (16 bytes): |DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD[P

TT pemmanent status: I:I
TT cument status: |:|

Get Tag Tamper Status

FW:5.0.44 DLL: 5.0.54
STATUS COMMECTED Get Tag Tarmper Status successful: UFR_OK
22
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2.13 Check ECC signature

Added in software v1.2
Example for cards with UID. Authentication isn't required.

! UFR NT4H C# Example v1.2 — O *
Open Reader Close Reader https://www dlogic.net/code/nfcfid reader-sdk
Advanced Open options

[] Use Advanced options

Get SOM Reading Courter Tagtamperenable Get tag tamper status  Check ECC signature | Store AES Key Into Reader 1

Authentication mode:

(® Reader key () Provided key

Key index: EI AES key (16 bytes): |ﬂlﬂﬂﬂﬂﬂﬂ41ﬂlﬂ4}ﬂlﬂlﬂlﬂlﬂ4]'ﬂlﬂlﬂlﬂlﬂlﬂﬂﬂlllﬂlﬂlﬂlﬂﬂ'

ECC Signature: |BF:15:80:00:2B:20:48:57:-FD:3E:21:E3:6C:03:48:30:1E:3E:31:AT 16
BA98:EZ4EE8:39:B5:05:A5:17:28:0D:54:31:81:.C8:48:65:08:00:82
0B:78:30:77:33:B0:50:81:53:16:F3:E6:2D:5B

Result: TAG 15 NXP GENUINE.

Check BCC signature

DEVICE | SM: UNT0d656 HW: 26.21 FW:5.0.44 DLL: 5.0.54
STATUS COMMECTED Check ECC Signature status: UFR_OK
23
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Example for cards with Random ID. Authentication with valid key required.

! UFR NT4H C# Examplev1.2 — O et

Open Reader Close Reader https:/www ddogic.net/‘codenfefid reader-sdk

Advanced Open options
[] Use Advanced options

Get SDM Reading Counter  Tag tamper enable  Get tag tamper status  Check ECC signature  Store AES Key Into Reader ‘

Key no: EI

Authentication mode:

() Reader key (®) Provided key

Key indes: EI AES key (16 bytes): |1111111111111111111111111111111

ECC Signature: |F1:9F 7C.27-64:67-55:08:62:A3:B0:A%:90:50:35:EA:89:56:4F-55:D4:
S0:DE:26:15:5FF7.26:28:43:65:F4.C7-EC:68:0B:26:9B8:57:01:.82-E2
A3BDBAADDACE TR AZ 358 AR ZAF3Z

Result: TAG 15 NXF GENUINE.

Check ECC signature

DEVICE | SM: UNT04656  HW: 26.21 FW: 5.0.44 DLL: 5.0.54
STATUS COMMECTED Check ECC Signature status: UFR_OK

24



2.14 Store AES key into reader
The reader may store 16 AES keys. Key index range 0-15

Example:

Store key 0x00000000000000000000000000000000 into reader on address O.

=) uFR MNT4H C# Example v1.2

— | >

Open Reader

Close Reader

https:/Awww ddogic net/code/nfc4fidreadersdk

Advanced Open options
[] Use Advanced options

Get SOM Reading Courter Tag tamper enable

Key index: D

Get tag tamper status

AES Key: |I}DI}I}I}DE'I}DDEDDDEDDDEDDDEDDDEDDDED

Store Reader Key

DEVICE | SM: UN104656 HW: 26.21
STATUS COMMECTED

Check ECC signature  Store AES Key Into Reader 1

Reader keys lock /unlock

Password: (11111111

Lock Unlock

FW:5.0.44 MO DLL FOUMD!
Store AES key successful: UFR_OK

25
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You can lock the key into the reader with an 8 character password. By default, keys are unlocked, and you
can enter any password for locking.
Example:

Set password “11111111"

=) uFR MNT4H C# Example v1.2 - | et
Open Reader Close Reader https:/‘www .ddogic.net/code/Mc+fidreader-sdk
Advanced Open options
[] Use Advanced options
Get SDM Reading Counter  Tag tamper enable  Get tag tamper status = Check ECC signature  Store AES Key Into Reader il
Reader keys lock Aunlock
Key index: D =
AES Key: |00000000000000000000000000000000 Password: | 11111111
Store Reader Key e
DEVICE | SM: UN104656 HW: 26.21 FW: 5.0.44 MO DLL FOUND!
STATUS COMMECTED Reader keys lock successful: UFR_OK




If the keys are locked, you must unlock them before inputting new keys into the reader.

To unlock the reader, you must use the same password that was used for locking the reader.
Example:

Unlock the reader keys with previously used password “11111111"

! UFR NT4H C# Examplev1.2 — O by
Open Reader Close Reader https://www ddogic.net/code/nfc+fid reader-sdk
Advanced Open options
[] Use Advanced options
Get SDM Reading Counter  Tag tamper enable  Get tag tamper status  Check ECC signature  Store AES Key Into Reader g
Reader keys lockunlock
Key index: D g
AES Key: 00000000000000000000000000000000 Password: [ T1TT1T1
Store Reader Key —
DEVICE | SM: UNT0d656 HW: 26.21 FW:5.0.44 MO DLL FOUMND!
STATUS COMMECTED Reader keys unlock successful: UFR_OK
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